eduroam Setup for Windows 7

Step 1: Open Network and Sharing Center

Go to Start = Search - Type “Network and Sharing Center”.

Step 2: Click on "Manage wireless networks" in "Network and
Sharing Center"
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Step 3: Click on "Add" in "Manage Wireless Networks"
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Windows tries to connect to these networks in the order listed befow.
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Step 4: Click on "Manually create a network profile"
"Manually connect to a wireless network"
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How do you want to add a network?

L,u Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the netwark on your cmputer. You need to know the network name (S5ID) and
security key (if applicablels

A Create an ad hoc network -
This creates a temporary network for sharing files or an Internet connection 4
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Step 5: Keyboard input in "Manually connect to a wireless
network"

Network name = eduroam

Security type = WPA-Enterprise

Encryption type = TKIP

“Start this connection automatically” should be checked.

Enter information for the wireless network you want to add

Network name: eduroam

Security type: [WPA-Ent:fprise - l
Encryption type: ‘Tnp - ‘ ==
Security Key: Hide characters

[¥] Start this connection automatically =" <

|| Connect even if the network is not broadcasting e

Warning: If you select this option, your computer's privacy might be at risk.
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Click next.



Step 6: Click on "Change connection settings" in "Manually
connect to a wireless network"
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Step 7: Click on "Security (page tab)" in "eduroam Wireless
Network Properties"

& 1! Manually connect to a wireless network

Connection tﬂg[

Name: eduroam
SSID: eduroam

Network type: Access point
Network avaiability:  All users

|7] Connect automatically when this network is in range
[7] Connect to a mare preferred network if available
[| Connect even if the network is not broadcasting its name (S5ID)

|~ Enable WLAN connection settings




Step 8: Click on "Settings (push button)" in "eduroam Wireless
Network Properties"

& 1! Manually connect to a wireless network
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| Connection Secuntﬂ

Security type: lWPA-EnErIXEE

Encryption type: [nap

Choose a network authentication method:
[Microsoft: protected EaP (PEAP) -
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[V]Remember my credentals for this connection each
time I'm logged on




Step 9: Click on “Configure...” in "Protected EAP Properties"

-

il «¢ Networkand Intemet » Manage Witsless Networks v | 43 || Search Manoge Wirslees Networks gl

’
.l N Protected EAP Properties.

When connecting:
[V validate server certificate

[| Connect to these servers:

Trusted Root Certification Authorities:

[”] AddTrust External CA Root

|| Baltimore CyberTrust Root

|| Class 3 Public Primary Certification Authority

[7] Digicert Global Root CA

[] DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority (2048)

[T} Entrust.net Secure Server Certification Authority
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|71 Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secu’ed password {EAP-MSCHAP v2)

Enforce Network Access Protection
|| Disconnect if server does not present cryptobinding TLV
[| Enable Identity Privacy




Step 10: Click on "Automatically use my Windows logon name
and password (and domain if any). " in "EAP MSCHAPv2
Properties"

Clear the checkbox (it should be empty)

Protected EAP Properties
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EAP MSCHAPV2 Properties

‘When connecting:

= = Automiaticaily con

l Automatically use my Windows logon name and
H password {and domain  any).

™| DigiCert Root CA

[] DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority (2048)

[T} Entrust.net Secure Server Certification Authority
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[~ Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secu’ed password {EAP-MSCHAP v2) V] [ Configure, ., ] Close
[¥] Enable Fast Reconnect J
[7| Enforce Network Access Protection

[ | Disconnect if server does not present aryptobinding TLV
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Select Authentication Method:

[Secu’ed password {EAP-MSCHAP v2) V] [ Configure, ., ]

[¥] Enable Fast Reconnect
[7| Enforce Network Access Protection
[ | Disconnect if server does not present aryptobinding TLV

[7] Enable Identity Privacy
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Then click “OK”.




Step 11: click on "OK (push button)" in "eduroam Wireless
Network Properties"

& 1! Manually connect to a wireless network

Wirelece N rk P
P

| Connection Secuntﬂ

Security type: lWPA-EnErIXEE

Encryption type: [nap

Choose a network authentication method:
[ Microsoft: Protected EAP (PEAP) || settings |

[V]Remember my credentals for this connection each
time I'm logged on




Step 12: Click on "Close" in "Manually connect to a wireless
network"

< Change connection settings
Open the connection properties so that I can change the settings. dutomatically con.,
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Step 13: Click on "Internet access"
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Windows tries to connect to these networks in the order listed befow.

Add | Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (2) -~
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Step 14: Select eduroam and connect.
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Manage wireless networks that use (Wireless Network Connection 4)

Windows tries to connect to these networks in the order listed befow.

Add  Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (2)

l- eduroam Security: WPA-Ent ype: Any supported
I .~. nuwinet Secunty: Unsecured ype: Any s Automatical

Currently connected to:
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Wireless Network Connection 4 -
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Step 15: Login using your Webadvisor username and password.

Make sure you use your Nipissing University username (your WebAdvisor
ID) followed by @nipissingu.ca. This is not your email address. The
"@nipissingu.ca" means that your home institution is Nipissing. When
you are visiting other campuses, your userid will be validated by our
Nipissing servers.

E.g. If your Webadvisor username is techserv:

Username = techserv@nipissingu.ca
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Manage wireless networks that use (Wireless Network Connection 4)

Windows tries to connect to these networks in the order listed befow.

Add  Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (2) -~

eduroam Security: WPA-Enterprise Type: Any supported Automiaticaily con

nuwinet Secunty: Unsecured Type: Any supported Automatically con.,
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Windows Security
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Step 16: Click on "Connect" in "Windows Security Alert"

You may ignore this security alert. You also may view the details, if you wish.

Manage wireless networks that use (Wireless Network Connection 4)

Windows tries to connect to these networks in the order listed befow.

Add  Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (2)

Automaticaily con

m

=~ eduroam Security

nuwinet Secunty: Unsecured

IR Connect to a Network
Windows Security Alert

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
Iinformation provided in the details, You may stil connect but daing so exposes
you to security risk by a possible rogue server,
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Manage wireless networks that use (Wireless Network Connection 4)

Windows tries to connect to these networks in the order listed befow.

Add  Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (2)

Security: \

=~ eduroam

Secunty: Unsecured

y supported

-
Windows Security Alert

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details, You may still connect but doing so exposes
you to security risk by a possible rogue server.,

Details .
Radius Server; radius, nipissingu.ca -
Root CA: DigiCert High Assurance EV Root CA l

The server radius.nipissingu.ca” presented a valid certificate issued by
“DigiCert High Assurance EV Root CA”, but "DigiCert High Assurance EV
Root CA™is not configured as a valid trust anchor for this profile,

B Details




